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Tunisia is a member of the Middle East and North Africa Financial Action Task Force for combating Money
Laundering and Terrorist Financing (MENAFATF). This evaluation was conducted by the World Bank and the Mutual
Evaluation Report was discussed and adopted by the Plenary of the MENAFATF on 27 April 2016.

This report presents a summary of the anti-money laundering (AML) / counter-terrorist financing (CFT) measures in
place in Tunisia as at the date of the on-site visit (16-26 February 2015). The report analyses the level of compliance
with the FATF 40 Recommendations and the level of effectiveness of Tunisia’s AML/CFT system, and provides
recommendations on how the system could be strengthened.

s
MENAEATF

©2016 MENAFATF. All rights reserved. No reproduction or translation of this publication may be made without prior written
permission. Requests for permission to further disseminate, reproduce or translate all or part of this publication should
obtained from the MENAFATF, P.O. Box 10881, Manama, Kingdom of Bahrain (fax: +973 17530627; e-mail: info@menafatf.org).



TABLE OF CONTENTS

LIST OF ACRONYMS AND ABBREVIATIONS........ocoiiiiiie ittt 3
EXECUTIVE SUMMARY ...ooiiiiiieieietse sttt ae e sessesteste e stesaessesaateasestessessessessesaaseasessessessessessenens 4
TUNISIA MUTUAL EVALUATION REPORT ..ottt 10
1. MONEY LAUNDERING AND TERRORIST FINANCING RISKS AND CONTEXT ............... 11
1.1 IVIL T RISKS ..ottt bbbttt bbbttt bt st b e eneas 11
1.2 IMEETTAITEY ...ttt 13
1.3 SEIUCTURAL EIBIMENTS ..ottt bbb 14
1.4 Background and Other Contextual FaCtOrS ..........cccveiviiiiieie e 15
1.5 Scoping Of HIGNer-RISK ISSUES.........c.coiiiiiiiiiie s 16
2. NATIONAL AML/CFT POLICIES AND COORDINATION ....ccccoiiiiririinieinieenieesieesie e 18
2.1 22103 (o {01 T SRR 18
2.3 Effectiveness: Immediate Outcome 1 (Risk, policy and coordination) ............cc.ceeeverennennns 24
2.4 Recommendations on national AML/CFT policies and coordination..............c.ccoceeverenennennns 31
3. LEGAL SYSTEM AND OPERATIONAL ISSUES .......cccoiiiiriiinesese e 32
3.1 2103 (o {01 T SRR 32
3.3 Effectiveness: Immediate Outcome 6 (Financial intelligence) .........cccoovvviviiiiniiiiineiens 33
3.4 Effectiveness: Immediate Outcome 7 (ML investigation and prosecution)............c.ccocveeveeee. 46
3.5 Effectiveness of Immediate Outcome 8 (ConfiSCation) ...........cccccevveiieiiiiciene s 51
3.6 Recommendations on the legal system and operational ISSUES............cccerveiviiniinininienieienns 55
4. TERRORIST FINANCING AND FINANCING OF PROLIFERATION .....ccooviiiiieinieisiens 56
4.1 22103 (o {01 T SRR 56
4.3 Effectiveness: Immediate Outcome 9 (TF investigation and prosecution) .............cccceeveneaee. 56
4.4 Effectiveness: Immediate Outcome 10 (TF preventive measures and financial sanctions)... 58
4.5 Effectiveness: Immediate Outcome 11 (PF financial sanctions) ..........ccccceevviiiicveieeiiesnee. 61
4.6 Recommendations on terrorist financing and financing of proliferation ...........c..ccccccooen.. 61
5. PREVENTIVE MEASURES. ... oottt et e et e e ae e st e e snreeenane e 62
51 BaCKGIOUNG ...t 62
5.3 Effectiveness: Immediate Outcome 4 (Preventive MeasUres)........cccveveveevereseeseseeeseesveenas 65
54 Recommendations 0N Preventive MEASUIES ..........cc.eivereiririnieriesie e 71
6. SUPERVISION. ...ttt e sttt s e e st e e st e e s ta e e sate e e steeesteeesteeesnbeesneeans 73
6.1 2 FE 103 (o {01 T SO U PR 73
6.3 Effectiveness: Immediate Outcome 3 (SUPEIVISION).......ccociveiieiieie e 75
6.4 Recommendations ON SUPEIVISION. .........uouiiiiriirierieiee sttt 79
7. LEGAL PERSONS AND ARRANGEMENTS.......cotiiiitieieieie e 82
7.1 =103 (o {01 T SO U O SRP 82
7.3 Effectiveness: Immediate Outcome 5 (Legal persons and arrangements) ...........ccoceveevernenas 84
7.4 Recommendations on legal persons and arrangements............ccovrererereieeiesienienese e 89
8. INTERNATIONAL COOPERATION .....ooiiiieieiietisie ettt neens 91
8.1 BaCKGIOUN ...t ettt 91
8.3 Effectiveness: Immediate Outcome 2 (International CoOperation)...........ccccocvvverereriesieriennns 91
8.4 Recommendations on international COOPEration ............ccooevvieeieieeiene e 98
TECHNICAL COMPLIANCE ANNEX ....oiiiiiieieisiteie et ssesse e seeneenens 100
NATIONAL AML/CFT POLICIES AND COORDINATION ......cccviieiirtiie e se e 100
Recommendation 1 — Assessing risks & applying a risk-based approach..........cccocovoveiniiiennnnnnn. 100
Recommendation 2 - National cooperation and coOrdination .............ccocceveveierenieneseeene e 103
RecommeNndation 33 — StALISTICS.......uciveiieiieiie et nre e 104



LEGAL SYSTEM AND OPERATIONAL ISSUES.........cccoiiiiiiiii s 105

Recommendation 3 — Money laundering OffenSe ...........ooooeiiiiii e 105
Recommendation 4 - Confiscation and other provisional Measures............cccoceevieiiinineneneseeeens 107
Recommendation 29 — Financial Intelligence UNit ... 108
Recommendation 30 — Responsibilities of law enforcement and investigative authorities............... 113
Recommendation 31 — Powers of law enforcement and investigative authorities.............cc.ccoeeveneen. 116
Recommendation 32 — Cash COUTEIS ......oviiiiiiiiiicie e 120
TERRORIST FINANCING AND FINANCING OF PROLIFERATION......ccceiiiiirininie e 123
Recommendation 5 — Terrorist financing OFfENSE ..........cceiiiiiiiii e 123
Recommendation 6 — Targeted financial sanctions related to terrorism and terrorist financing ....... 124
Recommendation 7 — Targeted financial sanctions related to proliferation ..............cccoocevvvvivevienenn, 127
Recommendation 8 — NoN-profit Organizations..............cceoeieiiiniiine e 127
PREVENTIVE MEASURES ........oo oottt sttt ane st sne e nne e e 131
Recommendation 9 — Financial institution SECIECY 1aWS .........cccvcveiiiiieiiie e 131
Recommendation 10 — Customer due diligeNCe ..........cooviveiie i 132
Recommendation 11 — RECOId KEEPING ......cvrviriiiiiriiiieiieieeeee sttt 139
Recommendation 12 — Obligation to identify Politically Exposed Persons...........ccccocvvvrenerernennen. 140
Recommendation 13 —Correspondent DanKIiNG .........ccccovviiiicie et 142
Recommendation 14 — Money or value transfer SErVICES ..o 144
Recommendation 15 — NeW tECANOIOGIES. ........cuiiiiiirieiieieeee e 145
Recommendation 16 — WIre tranSTersS. ........couviiiiiiiie e 146
Recommendation 17 — Reliance on third Parties ..o i s 150
Recommendation 18 — Internal controls and foreign branches and subsidiaries...............cc.ccocevveneen. 151
Recommendation 19 — HIgher-risk COUNTIIES .......c.cciiieiiiiieciie ettt s sre e 155
Recommendation 20 — Reporting of suSpiCious tranSactions ...........cccceveieiievecieenese e 156
Recommendation 21 — Tipping-off and confidentiality............cccccooiiiiieniieic e 158
Recommendation 22 — DNFBP — Customer due diligence.............cocvvivenineieisssse e 158
Recommendation 23 — DNFBPS: Other MEaSUIES..........cceieieiririenisie et sse e e seeneens 163
SUPERVWVISION ..ottt sttt e e et e e st e e st e e sa b e e e be e e stae e sntaeesaeeeaneeas 165
Recommendation 26 — Regulation and supervision of financial institutions...............cc.ccoceverenenen. 165
Recommendation 27 — POWEIS Of SUPEIVISOIS ........ccviiiiiiiiecic ettt sre e 173
Recommendation 28 — Regulation and supervision of designated non-financial businesses and
[S1001 (=R o] TSSOSO S PSP UR PP 176
Recommendation 34 — Guidance and feedback.............cooereieiiiiiiise e 180
Recommendation 35 — SANCHIONS..........oiiiieiiice et 181
LEGAL PERSONS AND ARRANGEMENTS ...ttt 184
Recommendation 24 — Transparency and beneficial ownership of legal persons...........c.ccccceervennee. 184
Recommendation 25 — Transparency and beneficial ownership of legal arrangements.................... 189
INTERNATIONAL COOPERATION ..ottt ettt ettt 191
Recommendation 36 — International iNStrUMENTS ..........cccoiveiieie e 191
Recommendation 37 — Mutual l1egal aSSISTANCE ..........ccveiiiiiiieie e 191
Recommendation 38 — Mutual legal assistance: freezing and confiscation..........c..cccoceveviiiiveinennnn, 193
Recommendation 39 — EXLratition ..........ccccueiiiieiiiiiiie e 194
Recommendation 40 — Other forms of international COOPEration............cccceverveieininiieneneseeseenes 195



AAS-T
AML/CFT
APTBEF
AQIM
cC
CGA
CMF
CTAF
DNFBP
FATF
FIU
FSAP
GDP
1SS

MFI

ML
ML/TF
NGO
NRA
SME
PEP

SA
SARL
SARLU
STR

TF
UNECT
UNODC
UNSCR

List of Acronyms and Abbreviations

ANSAR AL-SHARI’A IN TUNISIA

ANTI-MONEY LAUNDERING / COUNTERING THE FINANCING OF TERRORISM
TUNISIAN PROFESSIONAL ASSOCIATION OF BANKS AND FINANCIAL INSTITUTIONS
AL QAEDA IN THE ISLAMIC MAGHREB

COMMERCIAL COURT

GENERAL INSURANCE COMMITTEE

FINANCIAL MARKET BOARD

TUNISIAN FINANCIAL ANALYSIS COMMISSION

DESIGNATED NONFINANCIAL BUSINESSES AND PROFESSIONS
FINANCIAL ACTION TASK FORCE

FINANCIAL INTELLIGENCE UNIT

FINANCIAL SECTOR ASSESSMENT PROGRAM

GR0ss DOMESTIC PRODUCT

INFORMATION-SHARING SYSTEM

MICROFINANCE INSTITUTION

MONEY LAUNDERING

MONEY LAUNDERING/TERRORIST FINANCING
NONGOVERNMENTAL ORGANIZATION

NATIONAL RISK ASSESSMENT

SMALL AND MEDIUM-SIZED ENTERPRISES

POLITICALLY EXPOSED PERSONS

PusLIC LIMITED COMPANY

LiMITED LIABILITY COMPANY

SOLE PROPRIETORSHIP

SUSPICIOUS TRANSACTION REPORT

TERRORIST FINANCING

NATIONAL COUNTER-TERRORISM UNIT

UNITED NATIONS OFFICE ON DRUGS AND CRIME

UNITED NATIONS SECURITY COUNCIL RESOLUTION



Executive Summary

1. This assessment is based on the 2012 FATF Recommendations and was prepared using the 2013
Methodology. It is based on information provided by the Tunisian authorities and data collected by the
assessment team during its stay in Tunisia from February 16 to 26, 2015. The report assesses the degree of
compliance with the FATF (Financial Action Task Force) Forty Recommendations and the effectiveness
of the AML/CFT measures in Tunisia and issues recommendations to strengthen those measures.

A. General Finding

2. After the fall of the political regime of former President Ben Ali, Tunisia was witness to a revolution
in 2011 and a succession of provisional governments. Until the most recent presidential and legislative
elections, held in late 2014, the Tunisian authorities gave priority to establishing new democratic
institutions, restoring the rule of law, and preparing the new constitution. During this period the AMF/CFT
arrangements, which had until then been fairly ineffective, began to operate more effectively, as shown by
the increase in the number of suspicious transaction reports and the number of cases referred to the courts.!
However, numerous shortcomings remain in the area of technical compliance, and the effectiveness of the
AML/CFT system remains low or moderate.

B. Risks and General Situation

3. The most serious threats (proceeds of corruption, terrorist financing and smuggling, and currency
trafficking) have been identified and understood by the Tunisian authorities but the analysis of the
weaknesses and vulnerabilities of the AML/CFT system in the context of a National Risk Assessment
(NRA) has yet to be finalized.

4, Currently, the main threat to Tunisia has become terrorism and its financing. Since 2012, a
number of terrorist attacks have been perpetrated on Tunisian soil,? including three in 2015 for which the
Islamic State took credit. The rising terrorist threat in Tunisia is also related to two radical movements: the
group Ansar al-Shari’a in Tunisia (AAS-T) and the group Katiba Okba Ibn Nafaa, which has merged with
Al Qaeda in the Islamic Maghreb (AQIM). Tunisia’s vulnerability also results from the porousness of its
borders, which facilitates trafficking in arms, drugs and contraband in transit from Libya or Algeria.
Finally, many jihadist fighters wishing to support or join ISIS are going to Libya, on the southwest border
with Tunisia, an extremely sensitive area from a security standpoint.® The authorities estimate that between
2011 and 2014 several thousand Tunisians have gone to fight in Irag, Libya and Syria as part of these
terrorist organizations, particularly I1SIS and Al Nosra. Several hundred of these fighters have now returned
to Tunisia. Money transfer systems are used to finance this travel and, occasionally, the day-to-day
expenses of the families of these fighters. As one source of financing for this travel, according to the
authorities, is charitable associations financed abroad, they have taken specific measures to prosecute some
of these associations and suspend their activities.

5. Corruption—a legacy of the authoritarian regime—remains a major risk. The capture of a
significant percentage of the Tunisian economy by a clan close to those in power prior to 2011 has been

! See Part 3 — Legal System and Operational Issues.

2 The attack on the United States Embassy on September 14, 2012, the clashes between the Tunisian army and armed
groups at Jebel ech Chambi and the surrounding area in the summer of 2013, the assassination of two political
opposition leaders, Chokri Belaid and Mohamed Brahmi, in 2013, and the suicide attack on a tourist area in 2013.

3 Centre Francais de Recherche sur le Renseignement, Note d’actualité No. 365, “Al-Qaida au Maghreb islamique a
la croisée des chemins” [Al Qaeda in the Islamic Maghreb at a Crossroads], August 17, 2014.



described in a study by the Anti-Corruption Commission established by the new authorities. A World Bank
Report, All in the Family, established that 20 percent of private sector profits were misused in this way.
The change in regime has eliminated systematic capture by a single clan, and the assets of its members in
Tunisia have been confiscated and are being managed by the State pending their liquidation or public sale.
The many criminal cases launched are also indicative of a commitment to deter and penalize grand
corruption. Nonetheless, political connivance, extraction of rents and privileges, regulatory abuse and
cross-border smuggling, which reached exceptional heights under the Ben Ali regime, have not
disappeared, as shown, for example, by the prosecution of a case of suspected money laundering of the
proceeds of the corruption of a politically exposed person who served during the 2011-2014 period.
Moreover, sources such as Transparency International and the World Bank have indicated a continued high
risk of corruption since 2011. This analysis is corroborated by the team’s interviews with the chair of the
Anti-Corruption Commission. In this context, efforts must be stepped up to identify the beneficial owners
of assets, transactions, companies and legal arrangements.*

6. The financial sector essentially consists of the banking system, considering the limited
development of the financial markets and insurance sector. Moreover, given the lack (until now) of
exchange bureaus and nonbank money transfer systems, the banks play a major role in monitoring high-
risk operations, such as transfers of funds and cash foreign exchange operations. Moreover, the informal
share of the Tunisian economy? results in tax losses amounting to D 1.2 billion (US$600 million) each year,
including D 500 million (US$250 million) in customs duties, and promotes the circulation of foreign
banknotes and coins.

C. Key findings
C.1 Effectiveness of TF prosecutions and preventive measures

7. Tunisia must address the growth of the activities of several terrorist organizations (Ansar al-
Shari’a, ISIS) on its territory. Investigations under way have identified typology elements related to the
financing of these terrorist activities: offenses involving postal transfers or transfers to the families of
persons who have died in combat and the provision of financial support to bring combatants to war zones.
For example, in 2014, the National Counter-Terrorism Unit (UNECT) placed ten people in police custody
in the context of a case involving an association suspected of dealings with a terrorist organization.
Moreover, UNECT has referred several cases to the Office of the Public Prosecutor for the financing of
travel expenses for combatants headed to Syria.

8. However, although criminal prosecutions are under way, the Tunisian authorities have not
yet had any convictions for acts described as terrorist financing. The length of the investigations and
judicial procedures, the lack of resources for the law enforcement authorities and the deficiencies in the
legal regime in terms of special investigative techniques seem to be obstacles to rapid and efficient
prosecutions.

9. The preventive measures continue to suffer from technical shortcomings and implementation
problems continue. The mechanism currently in effect for the implementation of Resolution 1267 requires
entities subject to the AML/CFT provisions to consult lists accessible on the Ministry of Finance website
and to freeze the assets of listed persons. However, it does not, as required by the resolution, create a
general prohibition applicable to all natural and legal persons on the provision of funds or economic
resources to the persons included on list 1267. Moreover, the implementation and consultation of the U.N.

4 https://www.transparency.org/country/#TUN

5 By definition difficult to estimate and amounting to around 38 percent of GDP and 53.5 percent of labor in 2010,
according to World Bank estimates that year.
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lists seem insufficient in the case of some banks and nonexistent for non-bank financial institutions and
DNFBPs. Under Resolution 1373, the freezing of the assets of designated persons or implementation of
freezing measures adopted by other countries involves the issuance of an ordinance at the request of the
Chief Justice of the Court of First Instance of Tunis in turn at the request of the Prosecutor General, for
which a judicial proceeding must be opened. This system does not establish a general prohibition on
providing economic resources to designated persons as required by the resolution and does not allow for
immediate freezing. Moreover, no provision for the prevention of the financing of the proliferation of
weapons of mass destruction has been introduced.

10. Use of associations for the financing of terrorism is a major concern for the Tunisian
authorities and has led them to take measures to suspend the activities of 157 associations. The law has
also introduced transparency measures to identify the persons in charge of the administration and
management of associations and to ensure the integrity of incoming and outgoing funds through the
publication of their financial statements. However, the weak number of officials in charge of monitoring
the sector impedes adequate oversight of the activities of associations.

C.2 Use of financial information and role of the Tunisian Financial Analysis Commission (the CTAF)

11. Since 2011, the CTAF has been the main entity for implementation of the national AML/CFT
system and the recovery of assets stolen by the former regime. It provides high-quality financial
analysis based on suspicious transaction reports (STRs). However, the CTAF’s effectiveness is hampered
by the insufficient number of analysts and the lack of a comprehensive analysis of the risks, weaknesses
and vulnerabilities of the system. An increasing number of suspicious transaction reports sent by the banks
are still being reviewed owing to this lack of analysts. Moreover, in a legal context in which there is no list
of the professions covered by the AML/CFT law, training initiatives would seem to be necessary to
encourage designated nonfinancial businesses and professions (DNFBPS) to report suspicious transactions.

12. Moreover, CTAF’s decision-making body includes representatives of various ministries who
continue to perform their primary functions in their original departments. This situation has not
prevented the CTAF from producing high-quality financial analysis, contributing actively to the preparation
of risk analyses, and, since 2011, referring all cases recommended for prosecution to the courts. However
the situation is not optimal to the extent that the CTAF does not benefit from the diversity of technical
competencies of its members on a full-time basis (since they continue to work in their original departments).

C.3 Effectiveness of money laundering prosecutions and confiscations

13. The Judicial Financial Unit (Péle judiciaire financier) created in 2012 does not yet have the
legal means and resources to operate effectively. This unit includes 10 investigating judges and 5
deputies to the Public Prosecutor, who handle the procedures for the 154 money laundering cases referred
to them by the Public Prosecutor and the Chief Justice of the Court of Tunis. However, there is no specific
law or regulation covering it or organizing its activities. At the same time, the unit’s investigating judges
continue to handle regular cases that were referred to them before they were assigned to the Financial Unit.
Moreover, they are not supported by assistants specializing in financial matters. To date, 22 money
laundering cases have been finalized by the investigating judges, 14 have been sent to the Indictments
Chamber of the appeal court, and 8 have resulted in the dismissal of charges. Only one case resulted in a
final judgment. As well, 18 terrorist financing cases were referred to the Unit, 2 of which were sent to the
Indictments Chamber of the appeal court.

14. The use of special investigative techniques is developing, but remains limited. The absence or
lack of clarity of legal provisions covering or organizing the use of these techniques, (particularly
wiretapping, joint investigations, infiltration or controlled deliveries), or their lack of clarity where they



exist, poses legal problems that a new bill under discussion by Parliament is supposed to eliminate. As a
result, the legal basis for the surveillance of communications in the case of smuggling or terrorism offenses
is a telecommunications law and general laws giving the investigating judge the authority to order the
necessary measures to establish the truth.

15. Administrative confiscation of ill-gotten gains related to the former regime has led to the
recovery of substantial assets in Tunisia,® while criminal confiscation remains extremely rare. The
lack of funding, logistical resources and legal provisions governing special investigative techniques and the
organization of the Financial Unit have tended to weaken the effectiveness of the investigations and
prosecutions. Few money laundering investigations have been initiated on the basis of predicate offenses.
Moreover, the length of the procedures has meant that until now there have not been a sufficient number of
convictions and thus criminal confiscations.

C.4 Effectiveness of preventive measures

16. In the financial sector, the banks met do not fully understand the AML/CFT risks to which
they are exposed (particularly the risks related to cash foreign exchange operations). The other financial
institutions (leasing companies, securities brokers and insurance companies), which play a limited role,
seem to also have a very poor understanding. This situation, which is in part related to the fact that the
NRA has not been completed, is an obstacle to the establishment of internal and sectoral policies
proportionate to the risks.

17. The implementation of customer due diligence (CDD) measures is limited in the banking
sector and very inadequate in the case of the DNFBPs. The legal and regulatory framework in this area
does not het meet international standards. Some banks have only a limited understanding of the due
diligence requirements, particularly the specific requirements for beneficial owners and politically exposed
persons (PEPs). The difficulties in the identification of beneficial owners are combined with the
deficiencies in the application of targeted financial sanctions specific to terrorist financing. The enhanced
due diligence measures in cases deemed to be high risk are insufficiently used. The legislative framework
does not specifically designate which DNFBPs are covered by the AML/CFT preventive measures and
some professions hesitate to consider themselves covered (particularly accountants). Thus the DNFBPs do
not implement or scarcely implement the requirements of the AML/CFT law and their AML/CFT
vulnerabilities are poorly understood by the supervisory authorities and self-regulatory bodies.

18. The banking sector therefore originates most of the suspicious transaction reports (STRs)
submitted to the CTAF. In contrast, very few reports are submitted by real estate agents, lawyers,
accountants and notaries. No reports have been submitted by notaries or real estate agents; only one was
submitted in 2011 by accountants; and two were submitted in 2014 by lawyers.

C.5 Effectiveness of supervision

19. The supervisory authorities in the financial sector, including the banking system, have not
fully identified and understood the AML/CFT risks in these sectors. The lack of an NRA makes it
impossible to implement supervision based on national risks. Outside the banking sector, the establishment
of AML/CFT supervision has been slow. In 2014, the Central Bank of Tunisia launched consultations with
the banking sector in the form of an AML/CFT questionnaire with a view to the scheduling of priority audit

¢ The legal mechanism establishing administrative confiscation measures was recently voided (subject to appeal) by
the Tunisian administrative courts.



missions. This questionnaire is simply an analysis tool and cannot supplement the lack of a comprehensive
national approach to risks. The effectiveness of supervision also suffers from a lack of human resources.

20. No DNFBP is subject to a supervisory arrangement that effectively guarantees its respect of
its AML/CFT obligations. The DNFBP supervisory and self-regulatory authorities have a limited
understanding of the AML/CFT risks to which these categories of professionals are exposed. They seem
to have little knowledge of the AML/CFT law, and an AML/CFT supervisory mechanism has been
developed only for casinos and dealers in precious stones and precious metals. Although the CTAF has
organized some awareness-raising activities, only the casinos and dealers in precious stones and precious
metals have developed an appreciation for the risks in their respective sectors. Overall the level of
understanding of AML/CFT issues seems rudimentary in the nonfinancial sectors.

D. Priority measures

21. Based on the findings during the on-site mission, the Tunisian authorities are urged to implement
the following recommendations.

e The Tunisian authorities, with the assistance of the supervisory authorities for the financial and
nonfinancial sectors, should finalize a comprehensive, coherent analysis of the risks and
establish a national strategy that could serve as a basis for increasing the legal, institutional,
human and financial resources for combating terrorism and its financing, corruption and
smuggling. This NRA should also serve as a basis for the development of a risk-based approach
in the financial sector and in the DNFBPs.

e To tackle the financing of terrorism, the Tunisian authorities should (1) establish legal
mechanisms generally prohibiting the provision of any economic resources to the persons
included on the 1267 lists and ensure that these mechanisms are respected; (2) ensure the
immediate freezing of assets held by persons designated by the 1267 lists or under Resolution
1373; (3) increase the legal, administrative, human and financial resources of the police
services and judicial authorities handling cases involving terrorism and its financing; and (4)
increase the resources of the units responsible for the supervision of associations. Finally, the
Tunisian authorities should establish legal and administrative mechanisms for the identification
of individuals or entities that Tunisia could propose for addition to the U.N. lists and the
designation of persons and entities in Tunisia in application of Resolution 1373.

e The effectiveness of criminal investigations and prosecutions should be improved through the
adoption and implementation of the necessary legislation for the operation of the Financial Unit
and the development of special investigative techniques. Moreover, the staff with financial
expertise assigned to the police, gendarmerie and courts (judges and prosecutors) should be
increased. The public prosecution offices should be encouraged to give priority to cases
relating to terrorist financing and the laundering of the proceeds of corruption and smuggling.
The Ministry of Justice should draft and implement a criminal policy guidance giving the public
prosecution offices clear objectives in terms of the effective use of criminal confiscations and
requiring the systematic opening of financial investigations based on cases of corruption,
smuggling or trafficking of migrants.

e The CATF’s human and physical resources should be increased to enable it to handle the
growing number of suspicious transaction reports, and the makeup of its decision-making body
should be changed to ensure that its members can perform their functions on a full-time basis.



The effectiveness of the prevention measures should be enhanced by means of legislative or
regulatory provisions requiring a risk-based approach for the identification of beneficial
owners, the extension of the obligations concerning foreign politically exposed persons (PEPS)
to national PEPs, and the enforcement of the customer due diligence requirements of financial
institutions other than banks. For the DNFBPs, regulatory measures should be adopted and
implemented to fill the gaps in the AML/CFT law, precisely identify the professions concerned,
and encourage the vulnerable sectors, including lawyers, notaries, real estate agents and
accountants, to implement customer due diligence requirements and submit suspicious
transaction reports.

The supervisory, oversight and regulatory authorities should systematically organize on-site
and off-site AML/CFT examinations and inspections in the most vulnerable sectors. In the
financial sector, the Central Bank, the Financial Market Board and the General Insurance
Committee should use the identification and documented analysis of sectoral risks established
in the context of the NRA to develop audit and work procedures, particularly concerning the
financing of terrorism, sanctions against designated persons and the identification of beneficial
owners and politically exposed persons. The scheduling of on-site inspections should be based
on the frequency, perimeter, scope and relevance of the risks and the staff dedicated to
AML/CFT supervision should be increased.

Effectiveness and compliance scores

Effectiveness
10.1 10.2 10.3 10.4 10.5 10.6 10.7 10.8 10.9 10.10 | 10.11
Mod. Mod. Low Low Low Mod. Mod. Mod. Low Low Low
Compliance
R.1 R.2 R.3 R.4 R.5 R.6 R.7 R.8 R.9 R.10
PC PC C LC C PC NC LC C PC
R.11 R.12 R.13 R.14 R.15 R.16 R.17 R.18 R.19 R.20
C PC LC LC PC NC PC PC PC C
R.21 R.22 R.23 R.24 R.25 R.26 R.27 R.28 R.29 R.30
C PC PC PC NC NC LC PC LC C
R.31 R.32 R.33 R.34 R.35 R.36 R.37 R.38 R.39 R.40
PC LC PC NC LC PC C PC C LC




Tunisia Mutual Evaluation Report

1. This report presents the anti-money laundering and terrorist financing (AML/CFT) measures in
effect in Tunisia at the time of the on-site mission. It analyzes the level of compliance with FATF’s 40
Recommendations and the effectiveness of Tunisia’s AML/CFT system and makes recommendations for
strengthening that system.

2. This assessment is based on the FATF Recommendations adopted in 2012 and was conducted in
accordance with the 2013 Methodology. It has been prepared on the basis of information provided by the
Tunisian authorities and information obtained by the assessment team during its visit to Tunisia from
February 16 to 26, 2015.

3. The assessment was conducted by a team consisting of: Jean Pierre Brun (World Bank, Team
leader and legal/law enforcement expert), Colonel Ziad Jazzar (criminal investigation expert, Lebanon),
Marilyne Goncalves (World Bank, legal expert), Maha El Khayat (FIU and financial/supervision expert,
Lebanon), Hicham EI Haoudi (Banque Al Maghreb, Deputy Legal Director), Mathilde Lavaud (World
Bank, consultant), Sofiane Marouane (MENAFATF, observer) and Laurent Gonnet (World Bank Tunis,
financial expert). The report was reviewed by Mr. Chady Adel EI Khoury and Mr. Arz EI Murr (IMF),
Francesco Positano (FATF), Gael Raballand (World Bank), Bob Rijkers (World Bank) and Abdenour
Hibouche (Chairman of the CTRF). The peer review meeting was conducted at the World Bank on October
2, 2015. The report was adopted at the MENAFATF plenary on April 27,2016.

4, A FATF mutual evaluation has previously prepared for Tunisia in 2006, on the basis of the 2004
methodology. The 2006 evaluation was published and is available at the following address:
http://www.menafatf.org/images/UploadFilessMENAFATF.7.07.E.P5R2%20_with%20response_.pdf.
For the sake of brevity, on subjects where there were no significant changes in Tunisia’s situation or in the
requirements of the FATF recommendations, this assessment does not repeat the analysis of the previous
evaluation, but it rather includes a reference to the detailed analysis in that report.

5. The 2006 mutual evaluation had concluded that Tunisia was compliant with 9 recommendations,
largely compliant with 13 recommendations, partially compliant with 17 recommendations and
noncompliant with 9 recommendations. Tunisia achieved a level of “compliant” or “largely compliant” for
7 of the 16 essential or key recommendations. When the 2006 mutual evaluation report was adopted on
April 3, 2007, Tunisia was placed under a regular follow-up process in light of the partially compliant and
noncompliant ratings for certain of the essential recommendations.

6. Following the Sixth Follow-Up Report prepared by Tunisia in June 2014, the 19th Plenary of the
Middle East and North Africa Financial Action Task Force (MENAFATF) deemed that it had taken
adequate measures to address its weaknesses and consequently withdrew Tunisia from the regular follow-
up process. Tunisia was deemed largely compliant with all of the essential and key recommendations, with
the exception of Recommendation 6 on the freezing and confiscation of terrorist funds. Regarding the
latter, a lack of clarity on the implementation of the mechanisms for freezing funds proposed by Resolutions
1267 and 1373 did not allow Tunisia to obtain a rating higher than partially compliant.
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1. MONEY LAUNDERING AND TERRORIST FINANCING RISKS AND CONTEXT

7. Tunisia is a country in North Africa that measures 162,155 kmz, with a lengthy 1,300 km coastline
on the Mediterranean, and 10,982,754 inhabitants.” Its GDP was estimated at US$46.9 billion in 2013. The
Tunisian economy is dominated by the services sector (61 percent of GDP), with the industrial and
agricultural sectors representing 30.4 percent and 8.6 percent of GDP, respectively.® Tourism, which was
severely affected by the 2011 revolts, is an important sector for Tunisia. Tunisia is also an exporting
country, with textiles, electronics and chemicals among its export products. The country depends relatively
little on its natural resources (petroleum, phosphates, iron ore, lead, zinc and salt).

8. Tunisia borders on Libya, which has suffered from chronic instability since 2011, and Algeria,
which itself faces severe terrorist threats. This geographic location seriously affects the security situation
in the country and is a very significant risk factor given the importance of regional trafficking in drugs,
arms, human beings and contraband. It is also major risk factor for terrorist financing.

9. Politically, following the authoritarian regime headed by former President Ben Ali, which was
characterized by a high level of corruption and repression of any opposition, a revolution that began in 2011
led to a succession of provisional governments until the recent presidential and legislative elections held in
late 2014. The Tunisian Government and the Assembly elected after the revolution have given priority to
creating the conditions needed for the establishment of new democratic institutions, the restoration of the
rule of law and the completion of the new constitution. The rapid succession of seven governments did not
promote continuity of economic and social policies and many AML/CFT reforms could not be submitted
to Parliament. Account must be taken of this legal and political context in evaluating the AML/CFT policies
implemented. The significant period to be analyzed is therefore 2011-2014, during which Tunisia
developed dynamic policies that contrasted with the inaction, or even obstruction, during the previous
period, particularly in terms of detection, investigation, international cooperation and criminal prosecutions.

1.1 ML/TF Risks

10. Corruption, a legacy of the authoritarian regime, is still perceived as a major risk. Before
2011, the administrative authorizations required to start up economic activities deemed profitable were
systematically granted to individuals or companies associated with the clan in power or required under-the-
table payments. The change of regime eliminated this systematic capture for the benefit of a single clan,
whose assets in Tunisia, confiscated and now managed by the State, are pending liquidation or public sale.
Moreover, systematic criminal prosecutions are indicative of a willingness to deter and penalize grand
corruption. Nevertheless, political connivance, the extraction of rents and privileges, regulatory abuse and
cross-border smuggling, which reached an exceptional level under the Ben Ali regime, have not completely
disappeared as shown, for example, by the referral to the prosecutor of a case involving suspected
laundering of the proceeds of corruption by a politically exposed person in office during the 2011-2014
period.” Moreover, sources such as Transparency International and the World Bank describe a continued
high level of risk of corruption since 2011, although it is difficult to quantify. Thus, in 2014 Tunisia was
ranked 79" out of 175 countries on the Corruption Perception Index established by Transparency
International.!® Corruption still affects the public and private sectors, and a portion of the Tunisian
economic fabric remains organized in the form of groups of private companies and family businesses. The

72014 census conducted by the National Statistics Institute.
8 Source: World Bank.

% Source: CTAF.

10 https://www.transparency.org/country/#TUN.
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risks of extractions of rents or privileged access to resources and public contracts remains high owing to
the restricted access to the markets and the lack of transparency.

11. Smuggling, which was already widespread prior to 2011, has increased and is a major source
of criminal proceeds. Smuggling primarily involves regional trade with Algeria and Libya and prohibited
or highly taxed products such as arms, cigarettes, hard liquor, raw materials (fuel, construction steel,
copper), food products, household appliances and stolen vehicles.!! Although some of these activities still
exist in Tunisia, the difficulties that followed the 2011 Revolution and the war in Libya exacerbated the
situation. The authorities have seized arms since 2011, but little information is available on the financial
networks related to this trafficking. In parallel to this smuggling, the Tunisian authorities have identified
the circulation of foreign currency cash, particularly across the Algerian and Libyan borders. This cash
does not always return to the financial system, which represents a clear risk in terms of ML/TF.

12. Tunisia is seriously threatened by terrorism. It has been subject to several terrorist attacks on
its territory since 2011.!2 The terrorist attack on March 18, 2015 at the Bardo Museum, the attack on a hotel
in Sousse on June 26, 2015, and the November 24, 2015 attack targeting a bus carrying the presidential
guard were all claimed by the Islamic State. These attacks underscore the resurgence of the risk of terrorism
and terrorist financing. This increase in terrorist pressure in Tunisia results primarily from two Tunisian
radical movements, Ansar al-Shari’a in Tunisia (AAS-T), a group that arose soon after the 2011 uprisings,
and Katiba Okba Ibn Nafaa, which merged with Al Qaeda in the Islamic Maghreb (AQIM), and from the
presence of the Islamic State in Libya.

13. Ansar al-Shari’a in Tunisia was founded in 2011 by Seifallah Ben Hassine. It is linked to Al Qaeda
in the Islamic Maghreb and implicated in attacks on the Tunisian security forces, the assassination of
Tunisian political figures and an attempted bombing of a tourist hotel. In September 2012, Ansar al-Shari’a
in Tunisia participated in an attack on the Embassy of the United States and the American Community
School in Tunis. In February and July 2013, two Tunisian politicians, Chokri Belaid and Mohamed Brahmi,
were assassinated by members of the AAS-T. On October 30, 2013, this same group attempted two suicide
attacks against two Tunisian tourist sites, one in Sousse and the other in Monastir. Finally, AAS-T is known
by the Tunisian authorities as an organizer or facilitator for the recruitment in Tunisia of young fighters for
the Syrian theaters of operation.'3

14. Tunisia’s vulnerability also results from the porousness of its borders. The presence of some of
these armed groups has been detected at Tunisia’s borders with Algeria and Libya. Tunisia has become a
country of transit for jihadist fighters who wish to join the Islamic State, for which training often takes place
in Libya. Many of these fighters are established in Libya near Tunisia’s southwestern border, an extremely
sensitive security zone.

15. Given its potential consequences, terrorist financing is a major risk for Tunisia. The risk of
terrorist financing is identified by the authorities and particularly involves associations, which have been
liberalized since 2011. In 2014, the activities of 157 associations were suspended by administrative order
on suspicion of links with terrorism (financing received from abroad to finance activities or the families of

! International Crisis Group, Middle East/North Africa Report N0.148, Tunisia’s Borders: Jihadism and Contraband,
November 28, 2013.

12 The September 14, 2012 attack on the United States Embassy, the clashes between the Tunisian army and armed
groups at Jebel ech Chambi and the surrounding area in the summer of 2013, the assassination of two political
opposition leaders, Chokri Belaid and Mohamed Brahmi, in 2013, and the suicide attack in a tourist area in 2013.

13 State Department, Country Reports on Terrorism 2013: Tunisia http://tunisia.usembassy.gov/country-reports-on-
terrorism-2013-tunisia.html
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foreign fighters, in particular). The financing of terrorism is also facilitated by the porousness of Tunisia’s
borders, which facilitates trafficking in arms, drugs or, more generally, smuggling to and from Libya or
Algeria.

16. Finally, Tunisia is also affected by trafficking of migrants and human beings, for which it is a
source, destination and transit country. As well, arms and drug smuggling are two new concerns for the
Tunisian authorities given their recent increase.

1.2 Materiality

17. The Tunisian financial system is dominated by the banking sector. The banking sector accounts
for almost 70.4 percent financial assets, followed by the financial market (13.9 percent), collective
investment schemes (5.6 percent) and the insurance sector (3.1 percent). The physiognomy of the financial
sector has not been changed by the period of instability that followed the popular uprisings in late 2010 and
early 2011. Its most significant impact has been an acute decline in bank liquidity, to which the BCT has
responded with an accommodative monetary policy stance. Tunisia has 22 resident banks (including two
investment banks and two Islamic banks) and 7 offshore banks.!* The investment banks are financial
establishment and not banks within the meaning of Article 54 of Law 2001-65. Their role is limited to
consulting and assistance in asset management, financial management, financial engineering and, in general
all services intended to facilitate the creation, development and restructuring of companies. Foreign
exchange and money transfers activities have until now been handled by banks. An informal exchange
sector has apparently developed alongside the banks.

18. According to the Tunisian Professional Association of Banks and Financial Institutions (APTBEF),
there were 12,207,762 accounts (including postal accounts) as of September 30, 2014, or 1.12 accounts per
inhabitant. At the same time, 26.8 percent of the population apparently does not have a bank account. The
Tunis Stock Exchange, which is under the control of the Financial Market Board, includes only 77
companies and the transaction volumes are low.

19. There is a microfinance sector but it is not very developed. This sector, which was established
in 1997, focuses essentially on microcredit, which is provided primarily of the Banque Tunisienne de
Solidarité and the NGO Enda Interarbe.

20. The activities of designated nonfinancial businesses and professions (DNFBPs) are supervised by
professional associations or organizations: the Tunisian Bar Association, the National Association of
Tunisian Notaries, the National Association of Real Estate Agencies and the Tunisian Association of
Accountants and Auditors. Tunisian casinos, which are reserved exclusively for nonresidents, are
supervised by staff of the Ministries of Finance and the Interior. The risks in this area are low according to
the Tunisian authorities owing to the limited number of licenses issued (three) and the daily unscheduled
inspections to which the casinos are subject. The Ministry of Finance is also responsible for supervising
dealers in precious stones and precious metals. A significant risk exists in the real estate sector, with several
cases referred by the CTAF to the public prosecution office indicating that the purchase of a property has
been a vehicle for the laundering of illicit profits. The real estate sector, which is certainly limited in terms
of volume and prices, is developing in a context marked by the almost nonexistence of suspicious
transaction reports from the professions involved in the transactions, particularly lawyers, notaries and real

14 The off-shore banks are banks established in Tunisia and governed by Tunisian law. The customers of these banks
are primarily nonresident exporting companies.
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estate agents. The accounting profession, which is involved in the creation and management of companies,
also submits very few suspicious transaction reports.

21. The abusive use of legal persons for ML/FT purposes is a risk according to the authorities.
The most common form of commercial company in Tunisia is the limited liability company (société a
responsabilité limitée—SARL). All companies established in Tunisia are subject to transparency
requirements. The information provided by companies on their operations and shareholders is recorded in
the Commercial Register and available on the Internet (see Chapter 7). Other legal persons include
nonprofit organizations in the form of associations. Since 2011, there has been freedom to establish
associations on the basis of the principle of mandatory declaration, thus eliminating any licensing or prior
authorization procedures. The risks of the use of legal persons for criminal purposes involve primarily
companies operating in international trade and services, as well as associations that can be used for terrorist
financing purposes.

1.3 Structural Elements

22. A number of estimates have been made of the informal sector in the Tunisian economy, which the
World Bank estimated at 30 percent of GDP and 53.5 percent of labor in 2010.'> Whatever its exact size, it
creates a systemic vulnerability to the threat of money laundering and terrorist financing. The informal
sector mainly involves small and microenterprises. According to World Bank estimates, Tunisia records
D 1.2 billion (US$600 million) in tax losses each year, including D 500 million (US$250 million) in
customs duties, owing to the informal economy, which includes smuggling. The informal economy is
concentrated in construction, industry, trade, transportation and agriculture. The authorities believe that
the development of the informal sector is related in part to the predominant role of the public sector in the
economy and the numerous regulatory obstacles that exist. Institutional procedures for the establishment
of companies, the administrative cost of compliance, the red tape and payroll taxes, and the rigidity of labor
legislation tend to encourage the creation of companies in a parallel system. To stem the development of
the parallel market, Law 2014-54 provides for the possibility for natural persons meeting specific conditions
to establish exchange bureaus. As well, Law 2014-59 on the 2015 budget law streamlines cash payment
operation by introducing a 1percent duty (tax) on all payment operations exceeding a threshold of D10,000,
to be reduced to D5,000 as of January 1, 2016.

23. In terms of the application of AML/FT laws and regulations, the Tunisian legal framework for
money laundering/terrorist financing and predicate offenses covers the activities at risk. However
implementation of the legislation is difficult, as shown by the limited number of prosecutions and, in
particular, criminal convictions for money laundering, and the complete lack of convictions for terrorist
financing. Before 2011, few suspicious transaction reports were submitted and financial information was
scarcely used by the relevant authorities. Since 2011, banks have submitted a larger number of suspicious
transaction reports, allowing the CTAF and the investigative authorities to carry out investigations.

24, In 2011, few judges had the necessary training and experience for conducting the numerous
procedures relating to the corruption and money laundering by the former regime. Given the length of time
involved, the complexity and the international ramifications, these cases have involved and continue to
involve the most experienced judges. The effectiveness of the work of the financial magistrates is,
moreover, limited by their incomplete specialization, as they have had to continue to handle their regular
cases along with the new financial cases. Finally, these judges do not have full-time financial experts or

15> World Bank, Middle East and North Africa Region Public Sector and Governance Unit, “Estimating Informal Trade
across Tunisia’s Land Borders,” December 2013.
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assistants at their disposal and their legal means are limited, particularly in terms of special investigating
techniques (wiretapping, searches, controlled deliveries, etc.).

25. The definition of the offense of money laundering complies with the standard, but in practice it
requires evidence of a link between the predicate offense and the laundered assets, without specifying that
this evidence may be circumstantial based, in particular, on the behavior of the defendants. This possibility
is generally provided for in the Tunisian criminal code, as the evidence in criminal matters may include any
means likely to persuade the court. However, as the case law of the Appeals Court has not formally
indicated how this principle is to be applied in the area of money laundering, the investigating judges and
prosecutors hesitate to pursue this qualification in the absence of clear evidence of a link between an offense
and the financial transactions. A law on the financing of terrorism, which also contains provisions
applicable to money laundering (special investigative techniques, wiretapping, etc.), was under discussion
at the time of writing of this report and was adopted by Parliament in July 2015. A bill was also being
prepared to specify that the accused is responsible for proving the lawful origin of the laundered assets
when circumstances (complexity of financial arrangements, lack of economic justification consistent with
the transactions, etc.) lead to a presumption of the existence of the illegal operations.

26. The Tunisian authorities have not finalized a risk-based approach in the establishment of their
AML/CFT system. A National Risk Assessment is currently underway. However, the lack of a complete
national analysis and a general lack of statistics on these issues hampers the allocation of resources to
priority sectors. Pending a comprehensive analysis, the BCT is endeavoring to lay the foundations for a
risk-based approach in the banking sector (Guidance 2013-15), which represents more than 90 percent of
the financing of the economy.

217. The BCT thus identifies ML/FT risks using an approach focusing on the proportionality of the
customer due diligence measures:

e General ongoing customer due diligence is mandatory throughout the business relationship. This
due diligence is simplified for some entities subject to an audit authority or those in which the
Government has a stake of at least 50 percent;

e Enhanced due diligence for some business relationships (e.g., political parties, association, etc.)
and some transactions, particularly unusual transactions;

e Close due diligence for business relationships with foreign PEPs requiring the authorization of the
board of directors or management or any individual responsible for pursuing such a business
relationship with such a person;

e Due diligence calibrated on the basis of the risk profile, based on the discretionary authority of the
credit institutions, in the context of an analysis based on detection limits (profiling, filtering).

1.4 Background and Other Contextual Factors

28. The implementation of the AML/CFT mechanism is relatively recent: the Tunisian Financial
Analysis Commission (CTAF) was created in 2003. Given the political circumstances, the CTAF was not
fully operational until 2011. Over the past three years, it has endeavored to implement and promote the
AML/CFT mechanism with its institutional partners. Nonetheless, implementation is incomplete owing to
insufficient awareness of all those covered by the AML/CFT provisions, limited mobilization of the
supervisory authorities, and judicial specialization that is too recent to as yet have had results. Among those
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subject to the AML/CFT provisions, only banks regularly submit suspicious transaction reports to the
CTAF.

29. Finally, the law enforcement authorities do not have the human and physical resources and
necessary experience to exercise their ML/FT functions, which is deterring the opening of financial
components of current investigation into predicate expenses.

1.5 Scoping of Higher-Risk Issues

30. Prior to the on-site mission, the assessors identified the highest risks in Tunisia. These risks were
discussed in depth during the visit.

31. The emphasis was thus placed on three predicate offenses that generate significant illicit proceeds
in Tunisia:

e Financing of terrorism — This was identified as the main risk by the assessors and the
Tunisian authorities. The activity of terrorist groups in Libya, both on the borders with Tunisia
and on Tunisian soil, constitutes a major risk. The problem of fighters abroad and the
financing of their travel as well as the day-to-day expenses of their families in Tunisia
(including via money transfer services, smuggling of foreign currency, trafficking in arms or
stolen goods, etc.) is a major concern.

e Corruption — Existing at the highest levels of government, it had resulted in substantial illicit
profits laundered in Tunisia and abroad. The regulatory environment in a highly administered
economy can make it difficult to effectively combat corruption. The problems with the
implementation of investigation procedures and, more generally, the anti-corruption
legislative framework, were therefore analyzed by the assessors.

o Smuggling of subsidized and taxed products — This smuggling was analyzed as a significant
source of financing for terrorist networks active in the area. The porousness of Tunisia’s
borders with Algeria and Libya particularly promote this kind of parallel trade. The assessors
therefore sought to better understand how the authorities coordinated their efforts to combat
this problem in cooperation with the border countries (Algeria and Libya).

32. Moreover, in the context of the assessment, particular attention was paid to the following areas.

Threats

e The circulation of cash and the risks related to the informal economy — Very large
amounts of cash, often introduced by currency smugglers and via transfers or resulting from
trafficking in arms or other goods, are likely to facilitate the commission of terrorist financing
offenses.

e Abusive use of associations for the financing of terrorism.
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Vulnerabilities

e Theimplementation of AML/CFT measures by financial institutions and DNFBPs — The
small number, or in some instances total lack, of suspicious transaction reports from DNFBPs
since 2011 stands in contrast to the flow of reports from banks. Although the mission does
not have specific data to estimate the overall importance of the role of the professions in money
laundering operations, the functions performed by real estate agents, lawyers, accountants and
notaries in real estate or commercial transactions make this a vulnerable sector.

e The implementation of AML/CFT measures by the law enforcement authorities —
AMLJ/CFT tools are used by the Tunisian authorities to combat corruption but are still
insufficiently used to counteract the more current threats (terrorism and its financing,
smuggling). Few freezing and seizure decisions are made, which is detrimental to the
effectiveness of the mechanism.
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2. NATIONAL AML/CFT POLICIES AND COORDINATION

Key Findings

e The analysis of the risks of corruption, smuggling and terrorism has led to sectoral measures
showing an understanding of the main threats but has to be finalized to better take into account
vulnerabilities in the DNFBPs and financial sectors.

e The risk-based approach is well advanced but not fully operational. National policies are not yet
based on an overall, consistent assessment of the risks and a well-defined strategy.

e Operational cooperation among those concerned with combating money laundering is often
informal and ad hoc.

e The lack of formalized procedures and implementation measures is an obstacle to the
effectiveness of the cooperation.

2.1 Background
@) Presentation of the AML/CFT strategy

33. Law 2003-75 of December 10, 2003 on the international efforts to combat terrorism and money
laundering (AML/CFT law) made the Tunisian Financial Analysis Commission (CTAF) the main
organization responsible for cooperation and coordination at the national level to define the general
approach of the AML mechanism. Numerous gaps in the Tunisian legislation and in the implementation
of the AML/CFT mechanism were identified in the 2006 mutual evaluation report and Tunisia has
endeavored to remedy those deficiencies since that time.

34. Tunisia has thus made an effort to take account of the recommendations issued following the 2006
mutual evaluation. Law 2003-75 of December 10, 2003 on the international efforts to combat terrorism
and money laundering (AML/CFT law) was amended and supplemented by Law 2009-65 of
August 12, 2009. As the 2006 evaluation specifically revealed issues concerning the autonomy of the
Tunisian Financial Analysis Commission (CTAF), the new Article 79 of the AML/CFT law provides that
its members perform their functions in complete independence of their original departments. In the same
line of thinking, the Tunisian Government amended Decree 2004-1865 of August 11, 2004 on the
organization and operating conditions for the CTAF and Decree 2011-162 of February 3, 2011, which
established the principle of a two-thirds majority for decisions to refer cases to the courts, while eliminating
the priority previously given to the vote of the Chairman, Governor of the Central Bank. Article 80 of the
law also provides that the CTAF is responsible for establishing general guidelines applicable to persons
subject to the AML/CFT provisions for the detection and reporting of suspicious operations and
transactions. It must also ensure representation of the various departments and organizations concerned at
the national and international level and communications between them. The same article states that the
CTAF “is responsible for collaborating in the study of programs to be implemented to combat illicit
financial channels and the financing of terrorism and money laundering, ensuring representation of the
various departments and organizations concerned at the national and international level and facilitating
communications between them.”

35. More broadly, the amendment of the AML/CFT law clarified the customer due diligence
requirements for financial institutions and the measures for the freezing of the assets of individuals or
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organizations in connection with terrorist crimes, as established by the United Nations. Nevertheless, the
2009 additions and amendments are not sufficient to speak of a complete and effective AML/CFT strategy.
A new bill is currently under discussion in Parliament.

(b) Institutional framework

36. The institutions involved in AML/CFT activities in Tunisia are:

a.

The CTAF is the pillar of the AML/CFT system in Tunisia. It is responsible for receiving and
analyzing suspicious transaction reports from persons subject to the AML/CFT provisions and
other reports and for referring the results of its analyses to the Public Prosecution Office. The
CTAF can order the provisional freezing of the funds covered by the suspicious transaction
report.

The Ministry of Justice prepares the draft criminal laws submitted to Parliament; it is
responsible for developing criminal policy in the AML/CFT area.

The Public Prosecutor and his deputies are responsible for prosecutions and the application
of penalties, as well as for responding to requests for mutual legal assistance and extraditions.
Although full specialization has not yet been achieved, economic and financial matters are
centralized in the Public Prosecutor’s Office.

The Tunisian National Police investigates crimes and misdemeanors. It includes an
Economic and Financial Investigations Directorate, which handles financial, economic and
smuggling cases.

The General Directorate of Customs is responsible for controlling cross-border flows of cash
and all other traffic. Some of its officials are criminal investigation officers.

The Ministry of Foreign Affairs handles communications regarding mutual legal assistance
and extraditions and the dissemination of the United Nations TF lists.

The Ministry of Finance is primarily responsible for monitoring and applying Security
Council Resolution 1267.

The National Anti-Corruption Agency (INLCC) is authorized to investigate corruption
offenses committed by natural or legal persons for purposes of referring the cases to the judicial
authorities.

The Judicial Financial Pole is responsible for prosecuting money laundering and terrorist
financing offenses.

The role of the Anti-Terrorism and Organized Crime Unit, created in December 2014, is
exclusively to provide information on and assess the threat. Once it is fully operational, it will
be involved in the development of the national anti-terrorism strategy.

The Judicial Anti-Terrorism Unit, created in December 2014, is not yet operational but will
be responsible for investigating terrorism cases.

The Confiscation Commission, which was created in 2011 and which was dissolved in late
2015, was responsible for implementing confiscation procedures for all assets and real and
personal proper